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Notes on this document

This draft manual is based on version 3_0.100f eMS. Most of the chapters where
updated to the current version, nevertheless some chapters might reflect previous
versions.

All features of eMS released in later versions are not yet covered by this manual.

Interact does not warrant or assume any legal liability or responsibility for the
accuracy, completeness or usefulness of any information, product or process disc losed
in or connected to this document.

Interact is co-financed by the European Regional Development Fund (ERDF). It supports
territorial cooperation between regions of the EU and is the hub for exchanging
information and best practices among Interreg programmes. Interact also supports
cooperation programmes at EU external borders.

Copyright notice

You are permitted to print or download extracts from this material for your personal
use. This material can be used for public use, provided the source is ackn owledged
and the publisher (interact@interacteu.nef) is given a prior notice. None of this material
may be used for commercial purposes.

Publisher : Interact Programme

All questions and comments regarding the eMS should be sent to one of the following
email addresses:

katrin.stockhammer@interact -eu.net

boguslawa.lukomska@interact-eu.net

christoph.werner@interact -eu.net

Website: www.interact -eu.net
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Background

Every Interreg programme is obliged to set up a computerised monitoring system in
order to collect all information on project and programme progress (art. 125(d) of the
Regulation 1303/2013).

Additionally, as outlined in the Article 122(3) of the Regulation 1303/2013,
programmes should provide their beneficiaries with a system to allow submission of
information in electronic form. All exchanges of information between beneficiaries
and managing authorities, certifying authorities, audit authorities and intermediate
bodies should be carried out via an electronic data exchange system.

In the past, most programmes invested time and money in developing similar but
slightly different electronic monitoring systems. There are hundreds of  Structural
Funds monitoring systems in Europe and each one of these needs to be designed,
developed, maintained and improved over time.

Interreg programmes decided that it was time to kick -start a change. With the help of
Interact, they joined forces to co -develop a monitoring system that is ba sed on the
expertise of many and covers everything a programme needs to run smoothly in
different regions in Europe.

The eMS is a monitoring system with communication portal to support submission,
approval, management and administration of projects in the context of Interreg
programmes. The system supports collection of all information on submitted and
approved projects, their implementation and achievements, modifications and
closure. Additionally aggregated data on the progress of projects and the programme
level are recorded in the system. All programme bodies are able to communicate with
beneficiaries via the system and re -use the data already collected. The eMS is built to
support programme authorities in day -to-day programme management and should fulfil
all legal requirements.

For Interreg programmes and Interact, co-developing the eMS meant putting the best
approaches and ideas on the table and finding a common vision for a simplified,
harmonised and inclusive tool for all stakeholders. The eMS was de signed together
with four ETC programmes and can be used free of charge by any ETC programme. The
system is delivered in milestones and first modules can be used by programmes before
the full system is built. eMS is currently used in productive environment by 5
programmes and is being tested and prepared for calls for proposals by another 15
programmes. Additionally more than 10 programmes declared their intention to use
the eMS.
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The eMS

eMS is a web application built by the Interact Programme for the benefit of all Interreg
Programmes.

All that programmes need is some IT expertise and a server to host the system.
Programmes enter their programme intervention logic and financial data and configure
the system choosing from a range of options.

How eMS was created

Just a year ago, the story of the eMS was one that few would have thought
possible.

Many people saw the Interreg world as much too complex to even consider developing
a common electronic monitoring system. After all, co -developing a monitoring system
meant risk: programmes putting resources in a very uncertain pot, trying to satisfy
even more stakeholders than usual, adapting programme rules and habits for the sake
of common procedures, and facing the possibility of severe delays in programme

imple mentation in case the system should fail.

So why did Interreg programmes decide to take those risks?

Their vision was, and still is, that cooperation programmes need to live cooperation
themselves in order to be credible hosts for successful cooperation p rojects. After the
joint development of Interreg harmonised implementation tools (HIT) proved to be
possible and led to very good results, cooperation programmes wanted to continue on
this path. They were confident that there could be more examples of how cooperation
saves millions of euros, leads to superb results, and can even be fun!

Developing a monitoring system for Interreg programmes is a major effort.

It requires knowledge of the legal framework and programme procedures within
Interreg, as well as the skills and experience needed to procure and develop IT
tools. Before the joint eMS project, each programme invested time and money in its
own system. This led to many similar but slightly different monitoring systems, which
caused confusion among bereficiaries and led to duplication of work across
programmes. The eMS combines programme resources in a common effort and uses
harmonised templates and guidelines drawn from HIT for project applicants, project
partners and first level controllers. This make s it easier for them to switch between
programmes, and overall saves programmes significant time and money. The eMS also
has the added benefit of simplifying collection of data, which paves the way for future
thematic studies and other types of reports and evaluations.
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The eMS provides features, functionalities and user interfaces that far exceed most
of the existing monitoring systems in user friendliness and scope.

For Interreg programmes and Interact, co-developing the eMS meant putting the best
approaches and ideas on the table and making joint decisions. It required finding a
common vision for a simplified, harmonised and inclusive tool for all

stakeholders. Here are just a few of the many innovative features of the eMS:

It can handle up to four different funds simultaneously;

It allows for multi -lingual project applications, contracts and monitoring
interfaces;

1 It creates an online audit trail that stores and provides all required
information:;

9 Iltcreates a content trail from project application to project reports to online
publications of outputs and results;

1 It features customisable user interfaces and functionalities for all Interreg
stakeholders, including project applicants, first level controllers, joint
secretariats, managing authorities, certifying authorities, audit authorities,
monitoring committees, evaluation experts and contact points.

Interreg programmes can obtain the eMS for free and go online with an open call
within a week!

All they need is some IT expertise and a server to host the system. Programmes enter
their programme intervention logic and financial data and configure the system

choosing from a range of options. As of March 2015, two programmes have already
opened calls for applications with the eM S, saying that these timely online calls would
have been difficult without the eMS. About 20 Interreg programmes plan to use the
eMSand there could even be more. The more programmes use it, the more other
programmes will trust in it and adoptitaswell. The t otal savings
is estimated to amount to anything between 10 and 30 million Euros , depending on the
number of programmes using the system.

The development of the eMS would not have been possible without prior
harmonisation of implem entation tools.

This harmonisation effort started in 2010, when Interact, together with Interreg
programmes, decided to develop HIT (harmonised implementation tools) for Interreg
programmes. In 2013, when it became clear that HIT laid the basis for a joint
monitoring system, interested programmes and Interact teamed up to take on this
project. By 2014 the IT support and expertise needed to begin development was
procured and the project took off.
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A key element of the eMS is that the co -creation of the system does not stop after
deployment.

Interreg programmes using the system commit themselves to contribute relevant
improvements to the eMS to the community of programmes using eMS,creating a
snowball effect that multiplies benefits for everyone. For example, one programme
plans to develop online tools for project ideas, partner searches and a function for
displaying cooperation projects and outputs on geographic maps. These features will
be added to the core eMS and made available to any programme that wants to use
them. It is easy to see that overtime the eMS will grow to become the best monitoring
system within the realm of Structural Funds as it continues to incorporate
functionalities. This is the cen tral argument for cooperation: the co -creation of the
eMS will lead to a tool that no programme could ever have developed on its own.

The workflow

Data in eMS are structured in several layers of information and follows a strict
workflow. Some steps in the workflow are mandatory; others can be switched on and
off via configuration or options in the calls . Forms and user interfaces in the system
can only be accessed with corresponding user rights and privileges. Interact provides a
default configuration for the main stakeholders of the system (types of users). These
configurations can be changed by Interreg programmes and allow them to configure
user rights according to their organisation and division of tasks.

The following elements are part of the standard work flow:

1. Enter programme data (information from Cooperation Programme)
This section contains the basic information of the Interreg programme using the
software. It i s t he information from the
Programmed6, which is approved by the Europe
This section needs to be filled out once and contains the most basic layer of
information in the application. Basic information on programme area (eligible
NUTS regions that a programme covers), priority axis, co -financing rates,
programme financial allocations, indicators, etc. are stored here. Thes e data
are the basis for all future steps in the workflow. This task is usually done by an
administrator of the system.

2. Management of calls
Interreg programmes finance projects based on application forms submitted
within a defined timeslot and condition s. These timeslots are calls for
proposals. Each call has a start and end date which determines the start and
deadline for submitting applications. In the eMS, each call can contain
di fferent configurations (b6call optm onsd) ,
visible to applicants. One Interreg programme can announce an unlimited
number of calls throughout the programme lifecycle.
The conditions applying to each call for proposals are usually approved by the
Monitoring Committee and configured in the system by the system
administrator.

8
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Application Form

Any person intending to submit an application within an open call for
applications can register a user and fill out the application form directly in the
eMS. It is possible to submit applications only within the timeslot and
conditions defined in the call for applications. A user who first created an
application is treated by the system as a lead user and can provide other users
with read - or read/write access to the application form. The lead applicant is
the only user who can submit the application.

4, Assessment

All submitted applications need to go through a two -step assessment. The eMS
contains a sequence of - & w&l icdieltikll ii tsyt s €t h éc
OQuality Assessment 6. Asugsealysmaraged byohe JISAppl i ¢
in cooperation with national contact points and/or external experts. The eMs

supports 4-eye principle for the assessment and allows assigning specific

applications and questions to specific users such as external experts.

5. Recommendation

The outcome of the assessment is a recommendation by the assessors to the Monitoring
Committee. The project can be recommended for funding, not recommended or
recommended under conditions. Recommendations to the MC are usually managed by
the JS.

6. Funding decision (Monitoring Committee)

The Monitoring Committee decides which projects are approved by the programme or
approved under conditions. The decision of the MC and its date need to be inserted
into the system, which is usually a task of the JS.

All projects which are approved under c onditions need to go through a condition
fulfilment procedure, which is, in practice, a modification of the application form
based on some clear recommendations of the MC. Modifications are then verified by
the JS, which subsequently changes the project st atus into approved or not approved.
All projects which are not approved are archived in the system.

7. Handover and supplementary information

After the project is approved and before it can be contracted, the lead applicant needs
to appoint an eMS user who will be the lead partner for the project. The JS checks the
proposed user and approves or rejects the proposed lead partner. In case of rejection,
the lead applicant needs to propose another user. This process is called handover in the
eMS and can be switched off if not needed by the programme.

Additionally, some important information on project management structure and e.g.
bank account are ready to be filled out at this stage in the section entitled

Osuppl ementary infor mat i ofnoththe Mdment of sappreavelbron i s av
but is not necessary a step in the workflow, i.e. if not filled out one may still continue

the contracting process. There are many tabs
section all of which can be accessed by users with the corresponding user rights

(read/write)

8. Subsidy contract

The system supports the generation of a Subsidy Contract. It is template -based and
uses data from the approved application form. The template for the subsidy contract is
programme-specific and can be adjusted by programmes. Please note that some IT
expertise is necessary to adjust templates in the eMS The Subsidy Contract donce
generated - can be edited (if necessary) and then printed (downloaded as pdf
document). Once the Subsidy Contract is marked as approved (eg by the JS), the

9
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10.

11.

12.

13.

14.

15.

system changes the status of a project into o6c
project reporting. Basic data on the Subsidy Contract and all its amendments as well as
the documents themselves are stored inthe eMSinthe sect i on &éproject histo

Partner reporting

Once the project is contracted, it enters the reporting phase, which will last until the
project is finalised. Each project partner needs to report its activities and expenditure

in a partner report. In order t o do so, the Lead Partner needs to allocate at least one
user per project partner. Thereafter, partners can fill out their reports and submit
them to their national controllers (FLC).

FLC

First level Controllers are national controllers who need to check every partnerd
report. They have access to the eMS and see the relevant information. They have their

working documents available in the system and can do the verification work online. As

a result of the FLC check, an FLC certificate is generated and appro ved by the

controller. The eMS also generates an FLC report which contains more detailed

information on the FLC work as well as the FLC checklists. After FLC verification, the

partner report is forwarded to the Lead Partner.

Project reporting

The Lead Patner collects all FLC certified partner reports (including its own) and
creates a project report. The Lead Partner decides on which FLC certificates to include
in the project report. The LP has the right to exclude partner reports from the project
report a nd to reject expenditure approved by the FLC. As soon as the project report is
ready, it is submitted to the JS.

JS verification

The JS receives a project report and verifies it accordingly; It has the possibility to
make positive or negative corrections to individual expenditure items. Once approved,
the report is submitted to the MA.

MA verification

MA receives a project report and verifies it accordingly; Also MA has the possibility to
make positive or negative corrections to individual expenditure ite  ms. Once approved,
the report is then submitted to the CA.

CA verification

CA verifies the report . Unlike JS and MA, CAcan deduct some expenditure or
exclude temporarily for further verification) and includes the report in the CA
certificate. Once included in the certificate, the report may be paid.

Payment

CA performs the payment to the Lead Partner outside of the system and
records date and amount paid. The payment can be done in full or in
instalments.

CA reporting

CA is responsible for several reports to the European Commission. The eMS
allows for inclusion of the CA certificates into the application  for payment to
the European Commission as well as annual accounts. eMS also allows for
generation of the accounts for the accounting periods.

It is also possible to generate programme annual reports and financial
statistics, which are required by the regulatory frame work.

10
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Horizontal functionalities (not part of the standard workflow)

1 Modifications

It must be possible to manage project modifications throughout the project

lifecycle. The system allows the JS and the Lead Partner to initiate  project

modifications. The JS is allowed to initiate modifications at all times and the

LP only after the project is in the status
initiated and allowed by the JS, the LP can modify the application form. All

modifications need to be verified and approved by the JS and/or the Monitoring

Committee . After the modification is approved, a new version of the

application form , which becomes the new valid application form. All the

previous versions are stored and are accessible at all times in the project

history section.

1 Automatic messages

The eMS automatically can send messages to different registered stakeholders.
Mostly this feature is implemented for status changes (like approval of a
project).

11
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eMS License

Main points of the license agreement

One of the main goals of the eMS project is to give Interreg Programmes the possibility to
get a software solution free of licen se fees.

T

The license agreement was written by a lawyer specialised in IT and agreed with
the IT-company PL.O.T., within the scope of license terms in the contract between
INTERACT/City of Vienna and PL.O.T.

It provides Interreg MAs with the right to use and change the eMSdinternally or by
outsourcing to third parties.

It prohibits publishing the source code or using the software for purposes other than
the intended use as a monitoring software tool, especially for commercial purposes
by programmes (MAs), as well as any third parties.

It prohibits any claims on the side of programmes (MAs) against INTERACT/ City of
Vienna.

It has to be signed in the legally binding version in German (the English translation
is only a courtesy), as Austrian law and jurisdiction app ly.

Please note also:

= =4

Interreg MAs have to sign the license agreement prior to receiving the eMS and
starting to use the software.

Once they receive the eMS, Interreg MAs have to check if the software is suitable

for them (e.g. own adaptations of the eMS might be needed).

MAs are requested to inform INTERACT of errors/bugs they detect in the software.
INTERACT will run a reference system on its own server and will maintain this up -
to-date (corrected bugs, etc) in order to be able to provide the best updated

version of the eMS to MAs. That way Interreg programmes benefit from the joint
effort of all programmes using the eMS.

On the other hand INTERACT is not an IFfcompany, which can assure timely and 24-
hours bug fixing. Therefore MAs should acquire additional IT -support for
maintenance.

For the benefit of the eMS community, MAs are also requested to provide INTERACT
with any develop ments (new plug-ins, new features etc.), which can be distributed
for free to all other programmes, after certification/adaptation by INTERACT.

12
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Security in eMS

Security in web applications can only be provided by securing the application and the
environment where the application is running. One of the most important goals of the
eMS project is to provide a secure application. Securing a web application is not a one -
time effort, security is an ongoing task. Therefore maintenance of the software  tool
and the environment (e.g. updating the operating system, keeping the applied
technologies up to date) is necessary to keep the system secure.

This document describes the different security mechanisms implemented in the eMS
with consideration of Commission Implementing Re gulation (EU) No 821/2014 Article 3.

Authentication & Authorization

User authentication in eMS is implemented using the widely used Spring Security
Framework (http://projects.spring.io/spring  -security/).

Authorization is carried out using a detailed user roles and rights management system.
Due to this system, certain functionalities can only be executed by specific users,
certain views are only visible to privileged users.

Passwords have to follow minimum security standards. The password pattern can be
configured by the programme individually. Thus , programmes can control the
minimum security of their passwords.

Open Web Application Security Project (OWASP)

The security implemented in eMS follows guidel
Application SecurityProj ect 6 ( OWASP, www. owasp.org). OWASF
profit organization focused on improving the security of software.

eMS follows the guidelines provided by OWASP. In the following section, the top ten
security threats named by OWASP
(https://www.owasp.org/index.php/Top10#OWASP_Top_10_for_2013) and the
implemented security in eMS will be discussed.

Injection

The eMS uses the ObjectRe | ati onshi p Mapper OHi bernated (ht
Hibernate uses prepared statements, the eMS is protected against SQL injection
attacks.

Broken Authentication and Session Management
User authentication and session management is implemented using the Spring Security

Framework. The session is only handled on the server side. Apart from the session
13
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identifier, no session related information is used in parameters passed between client
and server.

To secure the user interface, the widely used
enter passwords, a password input field is used o passwords are nevershown in clear
text on the user interface.

User specific passwords are not stored in clear text dtherefore intruders cannot grab
passwords from the database.

The user session times out in a configured time (with a feedback to the user before
invalidating the session).

To secure the connection between client and server, it is required to use HTTPS on a
production environment.

Cross-Site Scripting (XSS)

The use of Java Server Faces (JSF) has a builin XSS prevention. Labels in eMS are
usually implemented by using the primefaces output text component. This component
escapes text by default. Some labels show formatted text using the output text
component without escaping. The text, which is displayed in these labels, can only be
changed by authorised persons Thus, the risk of cross -site scripting is minimised.

Insecure Direct Object References

Direct references to objects (database objects or uploaded binaries) are not used in
eMS.

Security Misconfiguration

eMS is developed using state of-the-art frameworks and components. Those
components, as well as e.g. operating systems, application servers and tools, have to
be maintained constantly in a productive scenario to keep the application secure.

Sensitive Data Exposure

To ensure secure data transport via the i nternet, the use of HTTPS has to be
configured. This cannot be implemented in the application itself, but needs to be set

as a configuration of the specific production environment. All data is stored in a
relational database. To access the database, the ap plication (or the administrator) has
to authenticate itself with username and password.

Passwords are never stored in clear text but only as hash values.

Missing Function Level Access Control

eMS has a complex user role and user rights system. This systemonly grants access to
functionalities for users with the corresponding privileges.

Cross-Site Request Forgery (CSRF)
The version of JSF used in eMS has buikin a CSRF protection.

14
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Using Components with Known Vulnerabilities

eMS is developed using state of-the -art frameworks and components. To keep the
system secure, those components have to be checked and maintained regularly in a
productive scenario.

Non-validated Redirects and Forwards

eMS does not use nevalidated redirects and forwards. The only forward implemented in eMS
forwards the user after validation of hisreail address to the login screen. Afteards the user
has to log into the system.

15
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Technical requirements for the productive environment

Hardware specifications

The following hardware specifications were used during the procurement of the eMS.
The development company guarantees the functionality and performance of the eMS
on these specifications.

Interreg programmes can decide to reduce the hardware. Any resulting performance
problems are not covered by the guarantee of the service provider.

The eMS can run on virtualised environments. Virtualised environments allow more
flexibility, for example it is technically easier to increase the hardware at a later point
in time.

Software 50 Sessions 100 Sessions
Apache HTTP Server 4 GB RAM/1 Core 8 GBRAM/1Core
Apache Tomcat (Java 12 GB RAM/2 Cores 24 GB RAM/4 Cores
Application)

Mysqgl Database 16 GB RAM/4 Cores 32 GB RAM/4 Cores
Total 32 GB RAM/7 Cores 64 GB RAM/9 Cores

Operating System and Standard Software

To get the most stable but free ly availbale system, Interact has decided to use CentOS
as the operating system for eMS. CentOS offers full updates for the operating system
until Q4 2020. Maintenance updates are available until June 2024
(http://wiki.centos.org/About/Product ).

- CentOS7

- Oracle JDK 1.7

- Apache HTTP Server 2.4
- Apache Tomcat 7

- Mariadb

Optional: Apache ActiveMQ 5 (only needed, if there are two parallel Tomcat instances
on one machine)

Remark:

Multiple parallel instances of the tomcat application server are recommended for all
programmes, especially for large ones. Please keep in mind dall technical users on the system
count as users, be it applicants or backend -users like JS/MA/CA authorities.

16
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Maintenance for Hardware, Operating System, Standard Software,
Certificates

The company providing the hardware (or virtual environment) often provides
maintenance for hardware, operating system and software. To ensure the uptime of
their server, they often monitor the server itself. In this case , they are responsible for
security updat es, detection of special hacking attacks (like DDos -Attacks) etc. They
usually offer only services for their standard software and do not provide services for
the application itself.

For using encrypted connections to the eMS, the use of HTTPS isstrongly
recommended. For such an encryption, the use of a trusted SSL-Certificate is
advisable, which can usually be ordered and maintained by the same company.

A good back-up of the system is very important . Normally this is done by the company
providingtheserver and shoul d be part of the O0service

Installation and Setup of the eMS

Some companies providing serverservices, like the ones mentioned above , also
provide installation, setup and monitoring of the application and possible updates of
the application itself while others just run the server and the operating system.

Somelnterreg p rogrammes can order such services within their own organisation and
do not need to procure them separately.

It is recommended to find a person (e.g. own ad ministrator or IT Manager) who will
take care of updating and maintaining the application itself.

Interact offers set-up support to individual Programmes. This setup support could be in
form of one training session or in for of a support during setup of the system . The
installation of the environment has to be done by your IT administrator.

In case of difficulties , our IT company PL.O.T. offers support in this matter especially
in the configuration and setup of the software. You can find more details about this in
the oO0eMBP seaepport ¢ Intbracte @bderveragroupifaeum on basecamp.

Testing Environment

It is recommended to run a second installation of eMS for software and configuration
testing.

This environment can run on very limited hardware, since it is only used by the
administrator in order to test the configurations and the system.

17



TECHNICAL REQUIREMENTS
iINIEKdGWe -

The test-system could be included into the procurement for maintenance to ask the
maintenance providing company to r un a very small environment to see and test bug
fixes and new features before installing them on a productive environment.

Productive Environment

The experience of Programmes already using the eMS shovs that an installation with
two parallel tomcat instanc es can handle up to 200 users at the same time and in case
of more parallel sessions, it might experience performance issues. All users, including
programme bodies (not only applicants ), are covered by this number .

To avoid any performance problems, we recommend to change the server settings at
least during the peak periods, like in the end of the call for proposals. After about 200
sessions on Apache Tomcat and a heap size of 2GB for this process, problems with
garbage collection appear. It is strongly recommended to add parallel application
server instances to avoid performance risks.

Please check out the chapter about performance fine -tuning as well.

Modification, plug -ins, personalisation

Independently from running the software on a server , the software can be modified by
a software development company. Usually companies developing software do not run
the software and vice versa. Therefore , itis often necessary to order further
developments from a different company than the one running the  system. Software
development could be carried out at an hourly rate or at a total price for a needed
functionality.

Which tools are needed for the user of eMS?

eMS is a web application and can therefore be used with any up -to-date web browser
like Internet Explorer, Firefox, Chrome or Safari. For technical reasons, eMS only
supports the latest vers ion of these browsers and one version before.

18
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Installation of eMS

General remarks

eMS is a Java web application, which has been tested by Interact on the following
technologies:

CentOS 7

Oracle JDK v. 1.7

Mariadb

Apache Tomcat

Apache WS

1 Apache Activemq 5.10

Java is a platform -independent technology. Interact recommends to use the approved
and tested software configuration.

= =4 =4 =4 =4

Setup support

Please get in touch with Interact to receive information on setup support.

Before installation

eMS is a highly configurable software. Parts of the flexibility are reflected in the User
interface of the application, other parts need to be adapted in a special part of the
setup script. The following points need to be specified by the ETC Programme before
installing eMS:

1. Which languages are used? Which ones are used as input languages, which ones
are used as user interface languages?

2. How many parallel installations of eMS are running on one server/machine/vm?
If there is more than one eMS instance necessary, the installation of Apache
Activemq is required.

3. Which funds are used? Since version 3_0.1 custom funds can be defined in the
database.

Interact can provide an up-to-date manual for installing eMS on your system. Please
get in touch wit h us or download the latest version in our forum on basecamp.

There are already translations of the user interface available for several languages.
Please get in touch with Interact to receive the latest updated versions .
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Installation of eMS

During installation of eMS, several modifications have to be applied to the installation
files. For an initial installation the main topics are:

9 Languages used in eMS (as content or as user interface translations)
9 Translations of certain elements can only be carr ied out in the database

1 Cofinancing rates for NUTS regions can only be changed in the database

To install eMS, the following steps are needed (overview):

Install needed software landscape (operating system, application server, etc.)
Copy configuration files to server

Adapt paths in configuration files

Modify customizable sql-insert-script

Create database user and schema

Create database tables

Insert not -modifiable part of insert script

Insert customized sql-insert-script

© ©®© N o o~ w DN R

(Optional) insert custom funds

10. St environment variable EMS_HOME, pointing to configuration directory
11. Customization of programme logo in war file

12. Installation of war file in webserver

The following points are optional, but might be needed by many programmes:

13. Adaptation and configuration of templates for pdf extraction of different forms
14. Implementation and configuration of validation plugins

15. Import of translations

FAQ on installation

1. When using only one instance, the server shows an error output at startup:

org.apache.velocity.exception.VelocityException: Error initializing log: Failed
to initialize an instance of org.apache.velocity.runtime.log.Log4JLogChute
with the current runtime configurationé.

Caused by: java.io.FileNotFoundException: velocity.log (Kein e Berechtigung)

The problem arises when using the system to start a tomcat instance. It is by
default using the root folder as current or working directory and velocity tries
to write the log to the current directory. Please put in value like
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OWor ki ogdbrye/ opt/tomcat/ 1l ogsdé in the tomcat
directory writable for the user running the server.

2. After installation, the styling looks weird (see attached screenshot).

The configuration for the styling in TOMCAT_HOME/conf/web.xml is mis sing.
Please add the needed context parameter.

+ Applications

- Assessment- First Step

« First Step Admin And Eligibility Check | @ First Step Eligibility Decision | & First Step Quality @ First Step & First Step D & First Step Approved
- Assessment

@ Admin And Eligibility Check & Eligibility Decision | @ Quality Assessment @ Recommondation & Funding Decision(MC) @ Approved Under Conditions
- Handover And Contracting

@ Approved Projects | @ Reservelist & HandingOver ToLP & Contracting @ Contracted
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User Creation
User registration and activation can be done in two ways. In any case users in eMSare
applicants at first. It is possible to assign different user rights in a second step.

User self-registration via the publicly available registration form

Users can register themselves in the system. A
the eMS serds a validation e -mail, which contains a validation link to the provided e -

mail address. Clicking on this link validates the e -mail address in eMS. Afterwards, the

user is able to log into the system.

HiLterrey -

demo
2L
eEn Registration
#) Registration
Description
N h
electronic
monitoring
system Title
developed by Language EN ~
(PLOT)

[ INTERACE B Register

2012

Figure 1: Registration form

User registration by an authorised person

Users with the assigned privilege OMG_USERO ha
activate and lock users.

Creating a user has to be carried out in two steps dlike the registration of a user in the
registration form. Firstly, a user has to be created; secondly, the user has to be
activated by clicking on the O0Activate Usero b

Users can be locked as well. Locked users cannot log in to eMS any more.

User

Figure 2: User management
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Creatingpr i vil eged users (JS, MA, CA, NCP, é)

After being created (either setegistered or registered by an authorised person), any user has
the role of applicant. In order to create privileged users, a privileged role needs to be assigned
to the user.User role represents a set of privileges and can be managed only by a user
havingtheal mi ghty OADMI N6 privilege

Detailed information on managing roles and privileges is included in the chapter
OUserrolesd of t he Manual

Privileges for the most common authorities

Privileges for the most common authorities as they are installed on the INTERACT reference and
testing environment can be found in the annex of this manual.
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User Self-Management

User Account

After clicking on oUser
information themselves.

User

Figure 3: User self -management

In this section, a user can:

change the password

change personal data

Account o

n

t

he

configure the mail signature, which will be added to outgoing messages in the

message portal

choose the default language for the system

administer the Dashboard o For the dashboard administration, three checkboxes

are offered, where users can define the items to be visible on their dashboard
0O0Show

(0Show Projectso, 0Show Mail boxé6,
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User roles
The eMS enables managing roles and rights based on privileges. It means that certain
functionalities are available only for certain users.

Every feature is dependent on a corresponding privilege. A privilege is directly
assigned to the function/workflow.

User role represents a set of privileges and can be assigned to a user.

How to manage roles

Needed user rights / privileges

The user who wants to manage the roles musthavethe d MG_ ROLESO6 ADMI Nb e
privilege.

How to enter Managing Roles & Privileges

After 1l ogging in as OADMI&PG,i vyiduwe geasn eretceri otnh d
on the |l eft side menu item OManage Rol eso.

#/ Flc Institution

% Flc Assignment

% Project Finance Report Ma

% Project Finance Report Ca

# ' Manage Programme

# | Manage T A Institutions

£ Manage Users

¢ Manage Roles

% Translations

# Manage Checklists

# Reporting
& Logout

Figure 4 Manage Roles menu item

After entering the section, list of roles is displayed.
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ADMIN
APPLICANT
JTS

FLC

MA

=) Delete =) Edit + Add

Figure 5 List of roles

After a specific role is selected, the privileges can be added or removed. Privileges
can allow or deny the role to perform the selected action. A de nial overrules a
permission of the privilege. So, if a user has more roles, and an action is permitted in
one role, and denied in another role, the user will not be able to perform the action.

ADMIN Privilege Description Type o
APPLICANT

T

T_EXTERNAL_PUBLIC_CONTRIBUTION_(OPTIONAL) 42

s
TAS2

CKLIST_ACT ADMINISTRATIVE CRITERIA TEST AD

T_AUDIT_TRAIL CHECKLIST 24

T BLOGKERTEST 17

T BLOCKERTESTELIGIEILTY 18

e

MPLIANCE_WITH_PUBLIC_PROCUREMENT_RULES 37 CHECKLIS

Figure 6 Adding and removing the pri vileges

User management

Needed user rights / privileges

7

The user who wants to manage this section must havethe 6 MG_ USERS O ADMI Nb e
privilege.

How to enter Managing Users

After 1l ogging in as OADMI NG6, you ccickingelnt er t he
the | eft side menu item O0OManage Usersboé.
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# ' Manage Programme

# | Manags T A Institutions

[ ]

Manage Users
Manage Roles

Translations

- J0NNE - SN -

Manage Checklists
# Reporting

O Logout

Figure 7 Manage Users menu item

After entering the section, the list of users is displayed.

Manage Users

Please select user
¥ Only active users
= | [zl 3]s ][s]l6] [ ][>

Username & Email ¢ 1d ¢

admin
st

chrwerne
kyaya
COM INTERACT

thofuer]

catalin.fiorean

scnoenerkles

=)lock  (@lEdic () Add

Figure 8 List of users

After a specific user is selected, the roles can be assigned. More roles can be assigned
to a user. However, if a user has more roles, and an action is permitted in one role,

and denied in another role, the user will not be able to perform the action, as the
denying the privilege overrules its permission.
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Message Portal
eMS allows users to exchange messages within the system.

Message exchange

Needed user rights / privileges

For sending or receiving messages in eMS, no special user rights are needed. Any
registered user can send and receive messages.

mail sending *

From chrwerne

To

Copy

Blind Copy

Subject

Project 2 v

Phases _ -

Message | Attachment

B Send B! Save To Draft

Figure 9: Mail sending dialog

Messaging

eMS supports standard mailing functions such as sending, forwarding and replying the
mails. It enables sending messages to multiple recipients as well as sorting and
filtering messages based on different criteria.
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Messaging out of project view

It is now possible to send messages to the users assigned to a project.

‘ Project Contacts

Role In The
Project

Fle 1

Flc 2

Lead Applicant
Lead Partner
Project Partner 1

Project Partner 2

Username

FLC1
FLC1
applicant1
applicant1
applicant1

applicant1

Figure 10: Project contacts

Send Message
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Programme setup
After the eMS is set up and running and before any call is open , the Programme data
needs to be entered.

Programme basic information

The following information should be provided:

CClathe CCIl number of the programme

Title &the official programme title

Abbreviation & programme abbreviation

Version dthe actual version of the C P

First year/Last year dthe programme implementation period including n+3/2 rule
EC DecisionNumber dthe number of the EC decision on programme approval

EC Decision Datedthe date of the EC decision on programme approval

NUTS regions
A programme needs to indicate which NUTS regions are eligible for funding.

You can do it either by selectingt he whol e countries from
(by default all available NUTS 0 are shown in this section) and adding them to the
0Sel ected NUTSO6. Al NUTS 3 from a sel
NUTSO6 section. You magponsdronstite saleeteddist. e s i n

30
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Available NUTS Selected NUTS

ALBANIA (AL) PanevéZio apskritis (LTODZ)

OSTERREICH (AT) Regicn Wschodni (PL3)

BOSMIA AND HERZEGOVINA (BA) 2 Lietuva (LTOO)

BELGIQUE-BELGIE (BE) * 5wiqtc<|zy‘§k e (PL33)

EbLNTAPUA (BULGARIA) (BG) ) Podkarpackie (PL22)

SCHWEIZ/SUISSE/SVIZZERA (CH) - Kauno apskritis (LTO0Z)

KYTMPOZ (KYPROS) (CY) Pomeorskie (PLG3)

CESKA REPUBLIKA (CZ) Warmirisko-Mazurskie (PL6Z)

DEUTSCHLAND (DE) Wielkapolskie (PL41)

NAMMADK (T T M = leim FTHL B0 h

Another way is to select single NUTS 3 regions. To do this, you should first select

relevant NUTS 0 and NUTS 2 region from a drop
show only NUTS 3 relevant for the selected NUTS0/2) and adding single NUTS 3 regions

to the 0Selected NUTS6 section.

NUTS O Available NUTS Selected NUTS
OSTERREICH (AT) v Mostviertel-Eisenwurzen (AT121)
NUTS 2 Miederdsterreich-Sod (4T122)
Miederdsterreich (AT12) v | Sankt Palten (AT123) -
Waldviertel (AT124) l
Weinviertel (AT125) -

Wiener Umland/Mordreil (AT1268)

Wiener Umland/Studteil (AT127)

Repeat this wuntil the 0Selected NUTSO6 | ist ref
remember that the maximum co -financing rate per region is already set up (eMS setup
at the installation). Remember that applicants will be able to select any other region
from the full list of NUTS available in the system (for partners from outside of the
programme area).

Fund

Please select which funds are available for your programme. You may select one or
multiple funds.
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Priority axes

After selecting funds, continue to select priority axes. Go into the section and click on
0OCreate a priority axiso6. Gi-financihghrage ardsélest
applicable areas of intervention. Set up a finan cial allocation per area of intervention.

‘ add priority axis % ‘

Intervention category

1D Dimension Name Coefficient Amount

001 | d erterprises (SME:

002 |

003 | Productive investment in large enterprises linked to the low-carbon economy 40

nt linked to the cooperation between large enterprises a

004 | nology (1CT) pro

005 |

006 | Electricity (TEN-E storage and

007 1 Natural gas

008 | Natural gas (TEN-E)

009 | Renewsble energy: wind 100
n | F Non-repayable grant

a1n Raneuahla anarme calar 100

) hang; 8) Exic Chang

Repeat this to add all programme priority axes.

Calculation basis

In the next section please insert the calculation basis and the co -financing rate per
fund.

NOTE: Please do not forget to provide co-financing rates, as they will be used to
calculate overview tables.

nterreg
emo

a

name
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Investment strategy

The investment strategy can be inserted in the following section.

wilerrey - Investment Strategy

eMSdemo

Thematic objective

Priority axis Thematic objective

ey neswork infrastrucures

. 2-Ne

plicabe (Technical assistance oaly)

©) add Thematic objective

Investment priorities

Thematic objective Name Description

Nt applicable (Technicsl azsiszance aniy)

Nt spplicable

©) acd Investment priorities.

Specific Objectives
Investment priorities Specific Objective:
op
Not applicsbie
©) add Specific abjective
oL ) Next o
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Call setup

The call setup is a tool in eMS used to create and modify calls. This tool provides a
defined set of optical fields in the application form. It allows to focus  on specific
priorities, subprogrammes,etc. and to select checklists for eligibility and evaluation.

Needed user rights / privileges

The user who wants to create and modify a call
privilege or the priviW_eCgAd LtSoO ; madnvaGy eC AcLalSIds) . ( 0 S

Basic information and timeslots

A call can be created i n tAhoeCaslelcstd.o nAfoteeMS oMpaenna
section,t he wuser has to scroll down and click the
I n oCal l Basi c Da temnametstare- andem datecobthe cadl.et t h

Call Basic Data
Name

Trwo step with al checklists

Figure 11 Setting the name and dates of the call

Besides the start and end date of the call, Call Timeslots can be also added, enabling
the call to be published repeatedly.

If timeslots are used, the start and end date above are not taken into account.

Timeslots determine when it is possible to apply for a call and to submit an application

form. With this feature, a call could be opened in repetitive timeslots without

changing the configur at i on. I'n times, when there is no 0c
possible to create or submit an application form.

Call Timeslots

+

Number Start Date First Step Deadline End Date
01.02.2015 00:00 31.08.2015 00:00 -

2 01.08.2016 00:00 31.08.2016 00:00 -

Figure 12: Timeslots
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Switch on/off configuration

Please find the configurations and their description in  the Annex of this manual.

Thematic selection

The user is able to sel ecd, tohRer ioebtaictoyS plexgiisdb h a l
Objective-6,as wel | Submograrhmed 0 sect i ons.

Macroregional Strategy Selection Priority Axis Selection

o wsmemensme e
EU Strategy for the Adriatic and lonian Region My new priority axe

EU Strategy for the Alpine Region

SUBBRE < <<t
[olmsmpogonmen

Figure 13 Setting different sections

The application form will only be editable in the defined time range. Submission of
projects after the deadline will not be possible. After a call has been created, it has to
be published once with the OPublishdé button.

After the call is published , thecallset up can only be modified if
the call by clicking on oUnlock Call 6.
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Checklist Selection

In order to attach a checklist to the created call , the user has to select a created
checklist from the listed checklists.

Checklist Selection

Type
Test checklist Project Evaluation
123456789 123456789 123456789 123456789 12345 Project Evaluation
8 | oo Jeeeee |
checklist1 Eligibility Check
e emehttaon  eeteewen
HIT Administrative and Eligibility Criteria Eligibility Check
Administrative and Eligibility Criteria Eligibility Check
e wemese
Admin and eligibility check Katrin Eligibility Check
First_FLC1 First Level Control Check

Figure 14 Checklists for the call

Attachments

The programme can upload attachments to calls. These documents will be visible to
applicants eg. application manual, guidelines,

Manage Multilanguage for Call

OManage Mwddge |famr Call 6 has the same functiona
The difference is that all/l modi fi catiaens made
only applicable for this specific call.

(@) Manage Multilanguage For Call  (®) Save (%) EndCall (%) Back To Overview (@) CopyCall (W) Unlockcall  (2)
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Management of a two -step call

A call gets configured as a two-step call by activating the corresponding checkbox.

Two-step Application Procedure v Deadline 1st Phase 16.04.2015 00:00

Figure 15:Checkbox for two -step application

If this checkbox is ticked , a field for deadline of 1 * phase appears.

Section visibility in a two -step call

eMS allows to show/hide sections from the application form in the first step of atwo -
step procedure. To do this, you need to
Changes in this configuration file are only taken into account after the restart of the
server.

af.menu.rendered.stepl.partner=false
af.menu.rendered.stepl.projectcescription=false
af.menu.rendered.stepl.projectcescription.projectrelevance=false
af.menu.rendered.stepl.projectcescription.projectfocus=false
af.menu.rendered.stepl.projectcescription.ptof@text=false
af.menu.rendered.stepl.projectcescription.horizontalprinciples=false
af.menu.rendered.stepl.projectcescription.projectrisks=false
af.menu.rendered.stepl.workplan=false
af.menu.rendered.stepl.workplan.workpackagelist=false
af.menu.renderedegpl.workplan.targetgroups=false
af.menu.rendered.stepl.workplan.defineperiods=false
af.menu.rendered.stepl.projectbudget=false
af.menu.rendered.stepl.projectbudget.partnerbudget=false
af.menu.rendered.stepl.projectbudget.activitiesoutside=false
af.menu.redered.stepl.projectbudget.purchaseofland=false
af.menu.rendered.stepl.projectbudgetoverview=false
af.menu.rendered.stepl.attachments=false
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Assigning fields to different steps

Assignment of fields to different phases of a call can be carried out by clicking the

oOManage Multilanguage for call é button. This s
to different phases. Please navigate to the respective element you want to assign and

change the configuration there.

Three modes are available:

T O0Phasa R2d6éamakes the field editable in both phas
T 0Phase 206 makes the f i ebitwilldareadanlylnphased phase 2 o

T 0Phase 10 makes the f i eDitwildareadanlylnphase2. phase 1 o
(could be used e.g. for acronym)

Call nr. 1 phase assignment Phase 1 and ? =

Phase 1 and 2
Phase 2 (readonly in Phase 1)
Phase 1 (readonly in Phase 2)

Changing call configurations after publishing

I dzaSNJ gAGK GKS dalFRYAYE LINAGAE SIS Oly dzyt 201 |
application forms linked to this configuration.

Please be careful in changing anything in the call setup afealtéady published as it will
affect already submitted application forms and projects

Warning
Please consider that changing configurations in published calls might lead to irreparable
damage of data.

Please test any change in the configuration thoroughly in a testing environment, before
applying them to a productive installation.

Damages due to configuration changes are a consequence of data processing they are not a lack
of software quality.
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Application Form

Most of the forms in the application form are mostly seXiplaining. We want to highlight only a
few special forms and describe the implemented functionalities.

Calculation of the maximum co -financing rate

eMS calculates a maximum-fioancing rate per partner, taking into account several different
configured cdfinancing rates. Some of the percentage values (like differeffinemcing rates
per NUTS region) camly be changed in the technical database.

Configuration can only be done on Programme level. Exafihancing rate is stored by
partner, therefore a later change of the configured percentages does not affect already created
application formg; it only changes the maximum einancing rate for new projects.

The algorithm always takes the lowest amount out of several configurdishaocing rates.

AEach NUTS 0 region must have a cefinancing
rate (e.g. 85%).

AOther NUTS levels could have a cofinancing
rate configured

ATake the most precice co -financing rate from
the NUTS regions, where there is a co-financing
rate configured.

Cofinancing per NUTS

region

AREach combination of priority axes and fund needs
to have a co-financing rate configured

=010 A=h e sl =l i ACompare this co-financing rate to the one from
NUTS

ATake the lower value

AOPTIONAL: Only applies, if option
"Generalblockexemptionforsme " is ticked in
General block excemption the call L . .
for SMEs Alf organization is an SME (by selecting "Yes" in
the related dropdown of the application form -
co-financing rate is lowered to 50%
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Periods

Defined periods are a prerequisite of successful checking and submitting the AF. Periods can be
se in the Application Forra>Work Plan> Define Periods section.

Depending on the call configuration, periods might be either generated automatically (based on
a plugin) or inserted manually by an applicant.

Applicants need to be very cautious about chiagghe Start / End date of a project, as this

change needs to be reflected also in the period definition. Therefore, it is recommended to
GwSONBF(GS LISNA2Ra¢ 2N YIydzZftfte | R2dzald GKS LISNA
change in these dates.

Budget

Budget belongs to the most important parts of the Application Form. Budget needs to be
AYASNISR LISNI LI NIYSNY ¢KSNBEF2NBI LI NIYSNI Ay¥F2N
inserted before Budget can be defined.

Partner Budget is usually inserted per Work package or per period. Hence, this information

should be also included before filling in the budget. If other order of filling in the AF is applied,

you need to be aware, that new cells in the budget willbe@r€&aR @A GK |y Fdzi2 Yl G A
for the additional period/Work package.

The individual budget items can be inserted in the Project BudgBtirtner Budget> Define
Budget section.

Flat rates

Besides calculating using real expenditures, flat ratesdeamsed for calculating certain budget
items, particularly for Staff costs ad Office & Administration costs.

Office & Administration costs are calculated as a percentage of Staff costs.

Staff costs (if flatrated) are calculated as a percentage of aofaxpenditures used for all the
items but Office & Administration and Net Revenues.

L¥ | @I f dzS AY lye O02aiG Aa om-yaéﬁ K FRRSR o6&
button.

When applying Flat rates, it is important to bear in mind thlhthe previously inserted sums in
Staff costs and O&A Costs will be replaced by the calculated (flatrated) costs.
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Submission without check

In certain cases, it is necessary to grant an exception and to allow an applicant to submit the
Application Forneven if not all the requirements to check successfully have been met. These
cases need to be managed individually.

In such a case, a JTS user needs to open the project. The project even if not submitted can be
found using the Application Browser.

Figure 16 Allow Submit Without Check, Set Project State To Checked

4

After entering the project, in the leftsidemeng al Y 3SYSy iG> &2dz OFy Of A
AU

t N2E2SOG {G1QdS ¢2 / KSO{USRE 2NJ a! tf éappliedd YA G 2
only on a particular project, not on multiple projects at once or on the whole call.

Attachment upload

After entering the project as JTS, in the left side menlMlanagement, you can also see the
AGSY a! ddF OKYSYy (G dzLX 2R ff28SRED

Figure 17 Attachment upload allowed
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